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Abstract—An increasing number of companies are selling
data as an additional source of revenue, or acquire data
from other parties to optimize their business. In many
cases, the shared data contains sensitive personal records.
According to the GDPR regulation, personal data should be
anonymized before it is released to third parties. A frequently
applied technique is the k-anonymity metric, which ensures
that every record in the dataset becomes indistinguishable
from K other records through data generalization. This
work combines generalization techniques with sampling.
By adding a sampling step in the anonymization pipeline,
additional uncertainty is introduced towards a potential
attacker. As attackers can no longer be sure that an in-
dividual is in the sampled dataset, the re-identification risk
is mitigated. This work proposes and evaluates multiple sam-
pling techniques. Both the privacy and the utility properties
of the anonymized datasets are embraced. The utility of
the anonymized datasets is further evaluated in a machine
learning use-case.

Index Terms—anonymization, sampling, privacy, utility

1. Introduction

Data collection and processing have become aspects
of increasing importance in the daily operation of many
businesses and organizations. Amongst others, data is
employed for optimizing production processes and to in-
crease the effectiveness of marketing campaigns. Hence,
sharing (or trading) data can be very lucrative, and might
even bootstrap cooperation between organizations. While
data sharing exposes great opportunities for companies,
caution should be taken. First, the European GDPR regu-
lation states that datasets containing personal information
should be anonymized before they are released. This
means that a record in the shared dataset can no longer
be linked to an individual afterwards. Second, thoughtless
release can undermine the competitiveness of companies.
Anonymization techniques can be applied to mitigate
these threats.

An often cited and applied strategy for data
anonymization relies on privacy metrics such as k-
anonymity [|]. The goal of this metric is to generalize
attribute values in such a way that each individual be-
comes indistinguishable from at least £k — 1 other indi-
viduals in the dataset. However, constructing a feasible
anonymized dataset is no sinecure for most organizations.
Some information is inevitably lost during anonymization

caused by generalization. Hence, companies often struggle
to find a satisfactory balance between the privacy and
the utility of an anonymized dataset. Moreover, solely
applying k-anonymity does not always protect against
attackers with membership knowledge, a key assumption
in the prosecutor attacker model [2]. This work argues
that the aforementioned risk is mitigated by applying an
additional sampling step in the anonymization pipeline.
An attacker can no longer be sure that the target is in the
dataset, making it harder to re-identify individuals. The
prosecutor becomes a journalist, corresponding to the also
well-known but less powerful journalist attacker model.
Contributions. This paper presents preliminary results of
our research on combining traditional anonymization tech-
niques (i.e. k-anonymity) and sampling. Three different
sampling strategies are presented, implemented and as-
sessed. The impact of each strategy on both the utility and
the privacy properties of the remaining data is evaluated
in a practical machine-learning use-case.

The remainder of this work is structured as follows.
Section 2 points to related work. Section 3 describes
different sampling strategies. Thereafter, Section 4 details
the evaluation methodology. Lastly, Section 5 outlines the
conclusions and points to future work.

2. Related work

Sampling has been the subject of previous research.
Rocher et al. [3] demonstrate that solely applying ran-
dom sampling does not sufficiently protect the privacy
of individuals in the dataset. Hence, this work combines
sampling with techniques for k-anonymity. Other research
shows that random sampling in combination with k-
anonymity can achieve differential privacy [4], [5]. Their
main focus is redefining differential privacy in this con-
text. Our work is complementary as it considers multiple
sampling strategies and focuses on the utility-privacy bal-
ance. Still others do focus on the privacy-utility balance.
[6] and [7] assess this balance in an optimization and an
association rule mining case respectively. They do how-
ever solely focus on anonymization metrics and do not em-
brace sampling. Previous work [8] combined k-anonymity
and sampling, and focused on the privacy-utility balance
in an optimization use-case. This paper expands on this
work by assessing this balance in a machine-learning set-
ting, and by applying multiple sampling strategies. When
training machine learning models on anonymized data,
additional steps are required in order to apply the machine



learning models with non-anonymized data. Inan et al [9]
elaborate on this challenge.

3. Sampling strategies

This work combines sampling with attribute general-
ization (i.e. k-anonymity). In the anonymization pipeline,
the sampling step can be executed either before (pre-
sampling) or after (post-sampling) the generalization step.
Both approaches have advantages. Pre-sampling reduces
the size of the dataset, and hence the complexity of the
generalization step. Post-sampling enables more intelli-
gent sampling based on the output of the generalization
algorithm. Note that — especially in larger datasets — both
strategies can be combined.

This work evaluates and compares three sampling
strategies, namely random sampling, stratified sampling
and balanced stratified sampling. Note that the latter two
are only applied in post-sampling, as they require the out-
put of the generalization algorithms (i.e. the equivalence
classes of size > k):

« Random sampling. The main advantage of this
straightforward sampling technique is that, by def-
inition, no bias is introduced. Nevertheless, this
technique has one major disadvantage. Because
the sampling is completely random, there are no
guarantees that records are removed from each
equivalence class. Therefore, some equivalence
classes can remain complete, giving an advantage
to attackers with membership knowledge of the
original dataset.

o Stratified sampling tackles the aforementioned
problem by forcing that records are removed from
each equivalence class. This method first calcu-
lates the amount of records that need to be re-
moved from each equivalence class (based on the
sizes of the equivalence classes), after which the
required amount of records are removed from each
equivalence class randomly.

o Balanced stratified sampling. Data is increas-
ingly acquired for use in machine learning applica-
tions. Many machine learning techniques heavily
benefit from a balanced target attribute. However,
by nature, many datasets are unbalanced. The
balanced stratified sampling is a variation on the
stratified sampling technique. Instead of apply-
ing full random sampling within each equivalence
class, priority is given to removing a record that
is over-represented in the target attribute.

4. Evaluation methodology

The goal of this work is to assess the impact of
anonymization on the utility of datasets when applied
in machine learning. Fig. 1 illustrates the evaluation
methodology. The original dataset is first anonymized in
a two-step process, combining sampling (pre- or post-
sampling) and generalization (for achieving k-anonymity).
Thereafter, a machine learning model is created using the
gradient boosted decision tree algorithm by scikit-learn.
Finally, the privacy and utility of the anonymized dataset
are evaluated. The experiments are executed on census

data extracted by the Folktables tool [10]. The dataset
of 1.6M records contains attributes such as age, place of
birth, sex, marital status and income. The goal is to create
an accurate machine learning model to predict whether the
income of citizens reaches a certain threshold. The tests
are repeated for a set of different values for k, sampling
strategies and sample sizes. Each test is executed multiple
times in order to rule out sample-dependent results. The
remainder of this Section first outlines both the utility and
privacy measurements used for the evaluation, after which
some preliminary results are presented and discussed.
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Figure 1. Evaluation workflow

4.1. Privacy measurements

The privacy properties of the anonymized datasets
are evaluated by means of two metrics, namely re-
identification risk and certainty. For calculating the risks,
the journalist risk formula is applied [2], as the sampling
step during anonymization ensures that an adversary is un-
certain about the presence of the target in the anonymized
dataset. The formula for calculating the journalist risk
is presented in Equation (1), with f; and F} being the
sizes of the equivalence classes in the sampled and the
non-sampled dataset respectively. Note that the journalist
risk is independent of the sample size. The certainty is
calculated using Equation (2). It represents the certainty
of an attacker that the target is in the sampled dataset.
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4.2. Utility measurements

This work focuses on two aspects of utility, namely
case-agnostic utility and utility when applied for a spe-
cific machine learning purpose. In order to assess the
former, this work analyses the selected generalization
levels. Harsher generalizations typically imply increased
information loss. It also compares the distribution (chi-
square and F-test) of the data in the original dataset to
the anonymized dataset. The machine learning utility is
measured using the accuracy (3) and Fi-score (4). The
models are evaluated by applying a 5-fold cross-validation
on the dataset. In the equations below, T'P and TN
represent the amount of true positive and true negative
predictions respectively, F'N represents the amount of
false negatives.
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4.3. Preliminary results

While this research is ongoing, some preliminary re-
sults are already available.

Fig. 2 presents a violin plot of the (journalist) risk
for random pre- and post-sampling with k=20 and sample
size 1/8. First of all, this plot demonstrates that results
can vary between pre- and post-sampling. This difference
can be attributed to the fact that pre-sampling reduces the
amount of records in the dataset, and thereby the likeliness
that records can be grouped in groups of size k. Therefore,
the generalization algorithm is forced to impose harsher
generalization levels to reach k-anonymity. Because the
pre-sample has undergone harsher generalizations, the risk
is lower compared to the post-sample. However, it should
be noted that the post-sample dataset will score higher in
utility metrics.
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Figure 2. Journalist risk violin plots for random pre- and post-sampling
with k = 20, samplesize = %

Fig. 3 presents a violin plot of the certainty for both
the full random and stratified post-sample technique (k=5,
sample size 0.5). This figure demonstrates that, while for
most records the random sampling achieves its goal of
introducing uncertainty for attackers, a set of records is
underaffected by the sampling step (all records >0.5 in the
left graph). Almost 50% of the records have a certainty
over 0.5 and 0.2% (i.e. more than 2K records) have a
certainty of over 80%. The stratified sampling strategy on
the other hand boasts a maximal certainty of 0.5 (= the
sample size).

5. Future work and conclusions

This work presented an overview of work in progress
research on the effects of applying an additional sampling
step in an anonymization pipeline. Different sampling
strategies are presented and evaluated with respect to
privacy and utility. However, many more experiments are
required to finish this work. Firstly, we suspect that dif-
ferent combinations of sampling and generalization levels
will achieve similar privacy properties but varying utility
levels. Completing our experiments will lead to guidelines
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Figure 3. Certainty violin plots for random and stratified post-sampling
with k£ = 5 and samplesize = 5

for achieving optimal utility with respect to a certain
privacy level. Moreover, based on our initial tests, our
privacy and utility measurement metrics will undergo fine-
tuning. Lastly, our tests currently cover one dataset and
one specific machine learning problem. Expanding these
tests to other data and algorithms will undoubtedly provide
us with more complete and generic results.
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